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1.  What matters does the document address?

The Personal Data Protection Policy document outlines the procedures for processing personal data by JSC “Givi Zaldastanishvili American Academy in Tbilisi” (hereinafter referred to as the “School”) and the guarantees in place for protecting the rights of data subjects during the processing of their data.
The Personal Data Protection Policy is available to data subjects and the Personal Data Protection Service.
The terms used in the Personal Data Protection Policy document carry the meanings defined by the Law of Georgia “On Personal Data Protection” and other relevant normative acts.
The School’s Personal Data Protection Policy (hereinafter referred to as the “Data Protection Policy”) is applied by the School in the course of processing data related to students, their parents/legal representatives, teachers, and other employees, and it covers all forms of data processing conducted by the School.
The School has developed separate documents that describe in detail the rules for video surveillance within the school building and along the external perimeter, as well as the School’s organizational and technical data security measures.


2. Information about the Data Controller  
[bookmark: _Toc188890245]
2.1 Name of the entity responsible for the processing of personal data: 
JSC “Givi Zaldastanishvili American Academy in Tbilisi”
Identification number: 204958000
Address: 7a Leo Kvachadze St., Tbilisi, 0186
Telephone numbers: (+995 32) 222 74 41; (+995 32) 222 78 89
Website: http://www.gzaat.org/ge 
[bookmark: _GoBack]Email: info@aat.ge 

Personal Data Protection Officer: Irine Murtskhvaladze
Email: dpo@aat.ge


Givi Zaldastanishvili American Academy is an authorized secondary educational institution located in Tbilisi. The total number of students enrolled in grades VIII through XII is 372. The School's mission is to educate the youth of 21st-century Georgia, equipping them with the knowledge and skills to successfully pursue higher education both within Georgia and abroad, including at universities in Europe, the United Kingdom, and the United State









2.2. Data Processors 

The School cooperates with various organizations in the course of its general educational activities, some of which have access to the personal data of students and employees processed by the School. As such, they are considered authorized persons for the processing of personal data. The agreements and/or license terms signed by the School with these organizations include specific provisions regarding the protection of personal data.

2.2.1. The School uses an electronic school management system based on a license agreement for the ALMA system. Student information (e.g., name, surname, academic performance data) is entered into the system. The authorized person performs the initial registration of the data subject in the system and provides technical support upon request by the responsible person. In this process, the authorized person has access to the personal data available in the electronic management system.

2.2.2. To support students in continuing their education abroad, the School uses a software platform under a license agreement for the Maialearning system. Through this program, students’ personal data is transmitted to universities in Europe and the United States. Students register on the platform and provide personal and contact information. The School submits academic records, credits, recommendations, and other relevant data upon the student’s request.

2.2.3.  The school uses the computer program Alexandria for library management, where the following data is stored: the name and surname of the data subject, which book was borrowed from the library, and when it was returned.


2.2.4 For the purpose of ensuring student mobility (admission to and transfer from the School), the School uses an Education Management Information System. Information about students and staff is entered into the system in accordance with the procedures and scope defined by law.

2.2.5. In processing employee personal data, the School cooperates with the following authorized entities:

· Organizational Management System "Orisi" – for maintaining employee personal files and payroll processing;
· Insurance Company GPI Holding – for providing employee health insurance;
· Lisi Lake Recreation LLC – for managing employee parking fee collection;
· JSC TBC Bank – for processing employee salary payments and related services;
· Fitpass LLC – for organizing employee sports and fitness activities;
· The auditing company "More ABC LLC" has access to the data processed by the school during the audit process.

2.2.6. The computer programs Maialearning (see section 2.2.2) and Alexandria (see section 2.2.3) are registered in the United States of America. Although the United States of America is not included in the list of countries determined by the order of the Head of the Personal Data Protection Service that provide appropriate guarantees for the protection of personal data (Order No. 23, February 29, 2024), the personal data protection policies and license terms approved by the aforementioned companies provide for the adoption of appropriate technical and organizational security measures when processing personal data, which ensures data protection in accordance with EU data protection standards.



3. Legislation Underlying the Personal Data Protection Policy Document

3.1. The School processes personal data and protects the rights of data subjects in accordance with the Law of Georgia on Personal Data Protection and the European General Data Protection Regulation (GDPR). The School also considers the recommendations of the Georgian Personal Data Protection Service to ensure the highest standard of protection for the rights of data subjects.

3.2. The Personal Data Protection Policy is additionally based on the following legislative, sub-legislative, and internal regulatory acts:

a) Organic Law of Georgia: Labor Code of Georgia;
b) Law of Georgia On General Education;
c) Law of Georgia On Development of the Quality of Education;
d) Resolution of the Government of Georgia No. 241 of May 23, 2019, On the Approval of the Teacher’s Professional Development and Career Advancement Scheme;
e) Order No. 99/n of the Minister of Education and Science of Georgia dated October 1, 2010, On the Approval of the Regulations and Fees for the Authorization of Educational Institutions;
f) Order No. 193/n of the Minister of Education and Science of Georgia dated September 19, 2012, On the Approval of the Rules for the Mobility of Students in a General Educational Institution;
g) Order No. 06/n of the Minister of Education and Science of Georgia dated January 29, 2019, On the Approval of the Rules and Conditions for Maintaining Security and Public Order in a General Educational Institution;
h) Order No. 1014 of the Minister of Education and Science of Georgia dated November 30, 2008, On the Approval of the Professional Standard of a Teacher;
i) The Code of the Rights of the Child;
j) Charter of JSC “American Academy in Tbilisi”;
k) Internal Regulations of JSC “American Academy in Tbilisi”.


4.  Data Subjects

The School processes the personal data of the following individuals:

· Students;
· Students' parents/legal representatives;
· Students of non-accredited educational programs (e.g., summer school, Saturday school);
· Parents/legal representatives of students enrolled in non-accredited educational programs;
· The School’s academic, administrative, and support staff;
· Natural persons who are parties to service agreements;
· Individuals within areas covered by the School’s video monitoring system;
· Prospective employees during the pre-contractual stage;
· Individuals participating in admission competitions;
· Individuals captured within video monitoring areas.





5. Compliance with the Principles of Personal Data Protection by the School

The School ensures the protection of personal data based on the following principles:

a. Principle of Legality and Fairness – Personal data is processed solely in accordance with the legal grounds and procedures established by law. The School ensures appropriate protection of the data subject’s rights in accordance with the principle of equality (non-discrimination) and with due regard to the best interests of minors.
b. Principle of Transparency – The data processing procedure is transparent for data subjects. To uphold this principle, the School has developed a Personal Data Protection Policy document, which is published on the School’s website. Prior to giving consent, data subjects are informed of the purpose for which their data will be processed. At any time, data subjects may contact the School and receive detailed information about the processing of their data in accordance with the procedure and timeframes established by Georgian legislation.
c. Principle of Purpose Limitation – The School processes personal data strictly for the specific purpose for which it was collected. If data originally collected with consent is to be used for a different purpose, renewed consent is obtained.
d. Principle of Data Minimization – The School processes only the data necessary to achieve the stated purpose, taking into account the proportionality between the purpose and the volume of data.
e. Principle of Data Accuracy – The School ensures that the processed data is accurate and up to date. Inaccurate data is promptly corrected or deleted, either at the request of the data subject or upon identification of an error by the data processor.
f. Principle of Storage Limitation – Personal data is retained only for as long as necessary to fulfill the purpose of processing. Where the law does not specify a precise retention period, the School determines a specific period or defines criteria for establishing such a period in advance.
g. Principle of Data Security – The School adopts appropriate technical and organizational measures to safeguard data during processing. These measures are designed to ensure adequate protection against unauthorized or unlawful processing, accidental loss, destruction, and/or damage. The School has developed a dedicated document detailing these organizational and technical security measures.
სკოლაში პერსონალურ მონაცემთა დაცვა ემყარება შემდეგ პრინციპებს:
 

6. Purposes of Data Processing

6.1. The purposes of personal data processing arise from the field of education and the mission, goals, and objectives of the School’s activities.
6.2. The School processes personal data for the following specific purposes:
· To conduct general educational activities;
· To ensure the delivery of the educational process, including distance learning;
· To register students and manage their personal files;
· To support the educational rights of students with special educational needs;
· To register and assess students;
· To provide transportation services for students;
· To assist students in pursuing further education at institutions abroad following graduation;
· To facilitate student mobility;
· To conclude contractual agreements;
· To issue academic certificates and documents confirming general education;
· To organize events on School premises;
· To safeguard School property;
· To ensure security on School grounds;
· To respond to violations of School rules;
· To plan and conduct extracurricular activities, including sports programs;
· To select, appoint, and maintain employment relations with qualified personnel;
· To support the authorization process;
· To raise public awareness and provide information about the School’s activities;
· To fulfill other powers and obligations established by law.

7.  Grounds for Processing Personal Data

7.1 The school processes personal data:

• If the processing of data is provided for by the legislation of Georgia;
• If the processing of data is necessary for the school to fulfill the powers and duties assigned to it by law;
• If the processing of data is necessary to consider the application of the data subject (to provide services to them);
• With the written consent of the data subject and their parent/legal representative.

7.2  The school processes special categories of data only in the following cases:

• If the processing of data is directly provided for by the legislation of Georgia;
• With the written consent of the data subject and their parent/legal representative;
• If the processing of data is necessary to realize the right to education for persons with special educational needs;
• If the processing of data is related to the provision of medical care by the school doctor or psychological support by the school psychologist to ensure a healthy psychological environment;
• If the processing of data related to criminal convictions or health status is necessary due to the nature of employment duties and relationships, including for employment decision-making.

7.3  If the school processes data based on the consent of the data subject, such consent shall be considered valid only if it is given voluntarily, after receiving appropriate information, and for a clear and specific purpose. The school ensures the implementation of a mechanism for obtaining informed consent from the data subject. Comprehensive consent forms have been developed. The processing of special category data of students is carried out only with the written consent of the minor's parent or legal representative, except in cases provided by law, where immediate intervention is required due to a risk to life or health—in which case, the legal basis for processing is vital interest. The data subject and/or their legal representative is informed about the content of the consent form before providing written consent.



8.  Categories of Personal Data

Depending on the nature of the relationship with the data subject and the purpose of data processing, the school may process the following categories of personal data:

8.1 About the student:
a) Identification data – name, surname, personal number, gender, date and place of birth, citizenship;
b) Contact data – registration/residential address, telephone number, and e-mail;
c) Special category data – information on health status, special educational needs, disabilities;
d) Attendance records and academic performance;
e) Any information received or created in relation to the educational process or extracurricular activities.

8.2 About the person participating in the school competition:
a) Identification data – name, surname, personal number, gender, date and place of birth, citizenship;
b) Contact data – registration/residential address, telephone number, and e-mail;
d) Academic performance data;
e) Information related to the educational process or participation in extracurricular activities.

8.3 About the parent/legal representative:
a) Identification data – name, surname, personal number, type of legal/family relationship to the student;
b) Contact details – registration/residential address, telephone number, and e-mail;
c) Bank account details;
d) Parent's workplace (if voluntarily provided, to qualify for an alternative tuition fee).

8.4 About a teacher/other employee, or potential employee:
a) Identification data – name, surname, personal number, gender, date of birth;
b) Contact details – registration/residential address, telephone number, and e-mail;
c) Special category data – information on convictions and health status, including information on convictions for crimes against sexual freedom and inviolability as defined by the Law of Georgia "On Combating Crimes Against Sexual Freedom and Inviolability," regardless of the removal or expungement of the conviction;
d) Information on education, language skills, and work experience;
e) Health insurance information;
f) Any information generated as a result of pre-contractual or employment relationships.


9.  Sources of Personal Data

The sources of personal data for the school are:
a) Provision of data by the data subject (his/her parent/legal representative);
b) Creation of data during the educational process (through personal files, electronic journals, distance learning modules, etc.);
c) Collection of data through video surveillance;
d) Collection of data to be entered into accounting journals specified by the school regulations;
e) Obtaining information from any other legal source for the purposes specified in these Rules.



10. [bookmark: _Toc178557718][bookmark: _Toc188890257] Categories of Data, Purposes of Processing, Grounds for Processing, and Period of Processing

	Categories of Data
	Purposes of Processing
	Grounds for Processing
	Period of Processing


	a) About the student:
	
	
	

	a.a) Identification data – name, surname, personal identification number, gender, date and place of birth, citizenship;
	a) for registering students;
b) for managing students' personal files;
c) for concluding contracts and agreements;
d) for issuing documents confirming general education;
e) for providing students with transportation;
f) for assisting students after graduation in continuing their studies in educational institutions abroad;
	a) is required by law;
b) is necessary for the school to perform its obligations under the law;
c) is necessary for planning and implementing extracurricular activities;
d) is necessary for performing a contract with the data subject or for concluding a contract at the request of the data subject.
	[bookmark: _Toc178557616][bookmark: _Toc188890266]75 years

	a.b) Contact details - address, telephone number, e-mail;
	a) To provide information regarding the educational process;
b) To register students;
c) To conclude contracts or transactions;
d) To provide students with transportation;
	a) It is necessary to consider the application of the data subject and conclude a contract (to provide services to him/her);
b) For registration in administrative and academic/extracurricular activities;
c) For the fulfillment of obligations under the contract concluded with the data subject.
	3 years from the end of the provision of educational services

	a.c) Special category data - information about health status, special educational needs, and disabilities.
	a) To determine the learning needs of students;
b) To realize the right to education for students with special educational needs;
c) For the purpose of timely detection and prevention of complications of diseases common in childhood;
d) To provide medical assistance in cases referred to the school doctor;
e) To identify students in need of psychological support and to provide such support.
	[bookmark: _Toc178557623]
[bookmark: _Toc188890279]Special categories of data are processed based on the written consent of the data subject's parent/legal representative:

a) for the purpose of implementing the right to education of persons with disabilities
and persons with special educational needs


b) for the purpose of timely prevention of diseases common in childhood;
c) for timely response to health-related emergencies;
d) for planning and implementation of extracurricular/out-of-school activities.
e) for ensuring a healthy psychological school climate for each student.





	

During the period of providing educational services and 3 years after the end of the service.

	a.d) Recording student attendance and academic performance; mobility.
	a) To register, assess, and ensure the mobility of students;
b) To hold events on school grounds;
c) To protect school property;
d) To ensure school security;

	a) It is necessary for the school to fulfill its obligations under the law;
b) To facilitate the mobility process;
c) To ensure the school's authorization process;
d) To fulfill its obligations under the contract.
	[bookmark: _Toc188890286]75 years 



	a.e) Any information received or generated regarding the progress of the educational process.
	a) To carry out general educational activities;
b) To ensure the smooth running of the educational process, including distance learning;
c) To respond to violations of the rules established at school.
	a) Is provided for by the legislation of Georgia;
b) Is necessary for the school to fulfill its obligations imposed by the legislation;
c) For planning and implementing extracurricular/co-curricular activities;
d) For fulfilling obligations assumed under the contract.
	[bookmark: _Toc188890292]75 years

	a.f) Photograph and/or video image of the student
	Increasing awareness of the school by publishing information on social media and the school's website
	
Written consent of the student and parent/legal guardian
	Until consent is withdrawn

	b) Regarding the parent/legal representative:
	
	
	

	b.a) Identification data: name, surname, personal number, type of legal/family relationship with the student.
	a) For the registration of students;
b) For the processing of students' personal files;
c) For the conclusion of an educational service agreement or other transaction;

	a) Is provided for by law;
b) Is necessary for the school to fulfill its obligations under the law;
c) Is based on the consent of the data subject;
d) Is necessary for the performance of a contract concluded with the data subject.

	During the period of providing educational services and for 3 years after the end of the service.

	b.b) Contact data – address, telephone number, e-mail.
	a) For communication with parents/legal representatives;
b) For the smooth functioning of the educational process, including providing information related to children/students under guardianship or care;
c) For concluding a contract or transaction.
	a) It is necessary to consider the application of the data subject (to provide services to him/her) and to conclude a transaction;
b) To ensure the participation and involvement of parents/legal representatives in the educational process and extracurricular activities;
c) It is necessary to fulfill the obligations assumed under the contract concluded with the data subject and/or determined by legislation.
	For the period of providing educational services to the student and for 3 years after the end of the provision of services.

	b.c) Bank account details

	To ensure payment for educational services provided.
	Necessary for the fulfillment of obligations specified in the agreement on the provision of educational services.

	For 3 years after the termination of the agreement on educational services.

	b.d) Information about the place of work
	For the purpose of determining a different tuition fee for the student.
	Based on the consent of the data subject.
	For 3 years after the termination of the contract for educational services.

	c) Regarding a teacher, other employee, intern, service provider, or potential employee:
	
	
	

	c.a) Identification data: name, surname, personal identification number, gender, date of birth;
	a) To manage the personal files of a teacher or other employee;
b) To register a teacher or other employee in the registers specified by the legislation of Georgia;
c) To conduct pre-contractual relations, conclude an employment contract, and maintain labor relations;
d) To conduct and organize the internship process.

	a) Is provided for by the legislation of Georgia;
b) Is necessary for the school to fulfill its obligations under the legislation;
c) Is necessary for authorization purposes;
d) Is necessary for attracting qualified and relevant human resources;
e) Is necessary for implementing programs to attract young professional staff;
f) Is based on the consent of the data subject.

	During the period of validity of the employment contract and for 3 years after its termination.

Information on the employee’s name, surname, and position held is stored for a period of ten years after the termination of the employment relationship, upon the request of the data subject, for the purpose of issuing a certificate to him/her.

Information collected about an employment candidate who was not employed is stored for no more than 2 years after the decision to refuse employment was communicated to the candidate, based on the candidate’s consent.


	c.b) Contact details – address, telephone number, e-mail;
	a) To provide information regarding the educational process;
b) To conclude an agreement or transaction;
c) To conduct and organize the internship process.
	a) It is necessary to consider the data subject’s application;
b) To conclude a contract;
c) To ensure official communication;
d) To implement programs to attract young professionals.

	3 years from the start and termination of the employment contract.

	c.c) Special category data – information on convictions, including convictions for crimes against sexual freedom and inviolability as provided for in the Law of Georgia "On Combating Crimes Against Sexual Freedom and Inviolability," regardless of expungement or acquittal of the conviction; information on health insurance;
	a) For the selection, appointment, and management of qualified personnel.
	a) The data is processed to realize the right to work of persons with special educational needs;
b) In accordance with the requirements specified by the legislation of Georgia, to attract qualified and appropriate human resources;
c) To ensure the authorization process;
d) To ensure the fulfillment of obligations under the employment contract.
	For the duration of the employment contract and for 3 years after its termination.



	c.d) Information about education and work experience. In particular, personnel sheet, appointment and dismissal orders, diploma, certificate, position held, incentive documents, documents imposing disciplinary responsibility, grounds for suspension and termination of employment, etc. Also, a copy of the diploma, certificates, CV, and other documents confirming qualifications.
	a) For the purpose of selecting and appointing qualified personnel;
b) For concluding an employment contract and conducting employment relations;
c) For authorization purposes;
d) For conducting general educational activities;
e) For implementing the teacher’s professional development and career advancement scheme.

	a) Is provided for by the legislation of Georgia and by the authorization standards;
b) To ensure the authorization process;
c) To implement programs to attract young professional staff.

	For the duration of the employment contract and for 3 years after its termination.

Information about an employment candidate who was not employed is stored for no more than 2 years after the decision to refuse employment was communicated to the candidate, based on the candidate’s consent.

	c.e) Any information received or created as a result of the employment relationship, including the employee’s arrival and departure times.
	a) To ensure the smooth running of the educational process, including distance learning;
b) To respond to violations of the rules established at school;
c) To hold events on school grounds;
d) To protect school property;
e) To ensure school security;
f) To plan and implement extracurricular activities outside of school;
g) To conduct and organize the internship process.
	a) Is provided for by the legislation of Georgia and by the authorization standards;
b) Is necessary for the school to fulfill its obligations imposed by the legislation and authorization standards.

	For the duration of the employment contract and for 3 years after its termination.

	c.d) Bank account details
	a) to fulfill obligations specified in the employment contract; b) to ensure tax and other obligations specified in the legislation.
	a) Is provided for by the legislation of Georgia;
b) To fulfill the obligations specified in the employment contract.
	For the duration of the employment contract and for 3 years after its termination.


	d) Video monitoring data
	a) To prevent and detect crime, and to protect public safety, personal safety, and property;
b) To protect minors (including protection from harmful influences);
c) To respond to violations of school safety rules.

	Data processing is necessary to protect the significant legitimate interests of the controller or a third party.
	Incidental video monitoring data – retained for 30 days;
Incidental data – retained for the period requested by the data subject and/or law enforcement agency or school administration.


	e) Data of a student participating in a school entrance exam
	
	
	

	e.a) Identification data – name, surname, personal identification number, gender, date and place of birth, citizenship;

	a) to participate in a competition; b) to conclude a contract or transaction;

	a) Consent of the data subject;
b) Data processing is necessary for entering into a transaction at the request of the data subject;
c) Data processing is necessary for processing the data subject's application.
	3 months after the end of the competition.

	e.b) Contact details – address, telephone number, e-mail;
	a) To participate in a competition;
b) To conclude a contract or transaction;

	a) Consent of the data subject;
b) Data processing is necessary to enter into a transaction at the request of the data subject;
c) Data processing is necessary to process the data subject’s application.

	3 months after the end of the competition.

	
E.g., information about academic performance
	a) To participate in a competition;
b) To conclude a contract or transaction;

	a) Consent of the data subject;
b) Data processing is necessary to enter into a transaction at the request of the data subject;
c) Data processing is necessary to process the data subject’s application.

	3 months after the end of the competition.



11. Data Subject Rights

11.1. The School protects the rights of personal data subjects as guaranteed by the Law of Georgia on Personal Data Protection and the European General Data Protection Regulation (GDPR):
a) Right to receive information about data processing:
a.a) The data subject has the right to request, and the school shall provide, the following information no later than 10 calendar days: the identification data and registered address of the school and/or, if applicable, the authorized person and/or joint controller; the purposes of data processing; the categories of personal data being processed; the purposes and legal bases for data processing; the identity of the recipient or the category of recipients to whom the data has been or will be disclosed; the storage period of the data, or if it is not possible to determine a specific period, the criteria used to determine that period; the existence of the data subject's rights to request access to personal data concerning him or her, to request rectification, restriction, erasure or destruction, to object to processing, and to request data portability; the right to lodge a complaint with the Personal Data Protection Authority or a court; if the data is not collected directly from the data subject, any available information regarding the source of the data. The request shall be reviewed and the requested information shall be provided by the school’s data protection officer.

a.b) The school shall provide the data subject, without a request, at the earliest opportunity, with information regarding any incident (a personal data breach that results in unlawful or accidental damage, loss, as well as unauthorized disclosure, destruction, alteration, access to, collection or retrieval of, or other unauthorized processing of personal data) if the incident is likely to result in significant harm and/or poses a significant risk to the fundamental rights and freedoms of the individual. For this purpose, the school has developed “Rules for Notifying the Data Subject or His/Her Legal Representative of an Incident.” In the event of an incident, the data subject shall be provided with information regarding the breach and its circumstances, the actual or potential harm caused by the breach, and the measures taken or planned to mitigate or eliminate such harm.
b) Right to access and obtain a copy of the data
The data subject may request the school to provide a copy of their personal data free of charge. The school may charge a reasonable fee if the data subject requests the data in a format other than the one in which it is stored and if this requires the school to incur additional resources. In such cases, the fee shall not exceed the actual cost of the resources used.

c) Right to rectification, update, and completion of data
The data subject has the right to request the school to rectify, update, and/or complete any incorrect, inaccurate, or incomplete personal data concerning him/her. The school shall rectify the data both upon the data subject’s request and if the school independently discovers the error, and shall notify the data subject of the correction, unless the error is purely technical. In the event of a correction, a notification shall also be sent to all recipients of the data and to the person(s) authorized to process such data.

d) Right to cease processing, erase, or destroy data
The data subject has the right to request the controller to cease processing, erase, or destroy personal data concerning him/her. The request shall be fulfilled within no more than 10 days. The school may refuse to erase or destroy the data only in exceptional cases as provided by the legislation of Georgia. If the cessation of processing or the erasure or destruction of the data may have significant legal consequences for the data subject, the school shall inform the data subject of this before proceeding.

e) Right to restriction of processing
The data subject has the right to request the controller to restrict the processing of personal data if one of the following grounds applies: the data subject contests the accuracy of the data; the processing is unlawful, and the data subject opposes erasure and instead requests restriction of use; the data is no longer required for the purposes of processing, but the data subject needs it for the establishment, exercise, or defense of legal claims; the data subject has requested cessation, erasure, or destruction of processing and the request is under review; or the data needs to be preserved as evidence. The school may refuse restriction of processing only in exceptional cases as defined by the legislation of Georgia.
f) Right to withdraw consent
The data subject has the right to withdraw the consent he or she has given at any time, without providing any explanation or justification. If there is no other legal basis for processing the data aside from the data subject’s consent, the withdrawal of consent shall result in the cessation of data processing and/or the erasure or destruction of the processed data within no more than 10 working days from the request. The data subject has the right to withdraw consent using the same method by which it was initially given. Prior to the withdrawal of consent, upon the data subject’s request, the school shall provide complete information about the possible consequences of such withdrawal.

11.2. In the event that the actions required to exercise the rights of the data subject fall within the competence of other agencies involved in the data processing process (e.g., the Ministry of Education and Science of Georgia, LEPL - National Center for Education Quality Development, etc.), the school is authorized to inform the data subject of this in writing.
11.3. In accordance with the legislation of Georgia, the aforementioned rights of the data subject may be restricted if such restriction is expressly provided for by law, does not infringe upon fundamental human rights and freedoms, constitutes a necessary and proportionate measure in a democratic society, and the exercise of these rights may pose a threat to:
· State security, information security, cybersecurity, and/or defense interests;
· Public safety interests;
· The prevention, investigation, detection, or prosecution of criminal offences, the administration of justice, the execution of imprisonment or deprivation of liberty, enforcement of non-custodial sentences and probation, or operational-investigative activities;
· Interests related to national financial or economic matters (including monetary, budgetary, and taxation issues), public health, or social security;
· The detection of violations of professional, including regulated profession, or ethical standards by the data subject and the imposition of corresponding liability;
· The rights and freedoms of the data subject and/or other individuals, including the right to freedom of expression;
· The protection of state, commercial, professional, or other legally protected secrets;
· The establishment, exercise, or defense of legal claims.

12.  Data Security

12.1. The school ensures the secure protection of personal data and implements all necessary technical and organizational measures for this purpose.
12.2. The school protects personal data against unauthorized or unlawful access, accidental loss, damage, disclosure, or destruction.
12.3. Once the purpose of personal data processing has been fulfilled, the data is regularly deleted, destroyed, or anonymized.
12.4. Agreements concluded by the school with data processors or third parties include specific provisions to ensure the protection of personal data.
12.5. School employees are bound by confidentiality obligations under both their employment contracts and internal regulations. Breach of confidentiality, including unauthorized access to the personal data of a minor, constitutes grounds for disciplinary liability. The obligation to maintain confidentiality continues even after the termination of the employment contract.
12.6. The school ensures the confidentiality of data. Access to personal data is granted only to those employees who require it to perform their official duties, and only to the extent necessary.
12.7. Access to the electronic systems used by the school is permitted only through an individual username and a strong password. It is prohibited to disclose or share login credentials with anyone.
12.8. For a detailed description of technical and organizational security measures, refer to the document entitled “General Description of Organizational and Technical Measures for the Security of Personal Data.”

13. Employee Obligations

13.1. Each employee of the school is obliged to:
• Process only the data that is necessary to perform his/her functions, protect the confidentiality of the data, and not use the data for personal or non-official purposes;
• Not make the data available to unauthorized persons, including by leaving the data unattended and/or accessing it in the presence of unauthorized persons;
• Use only the username and password assigned to him/her to access the electronic resources and/or systems used at the school and the information stored therein;
• Protect the confidentiality of the username and password, not share such information with third parties or otherwise disclose it, including by leaving it unattended, posting it in a public and/or accessible place for others, ensure periodic password changes every three months, use complex passwords, and not use the same password for different electronic systems;
• For the purposes of the educational process, use only official electronic resources and refrain from using various social platforms (Facebook, Viber, Skype, etc.) to process, receive, send, or share information containing personal data in any form.

13.2. Violation of this rule constitutes a breach of the school's internal regulations and may result in appropriate disciplinary action.

14. Data storage and deletion

14.1 The school stores only the data that is necessary to achieve the specific, legitimate purpose of data processing, and when determining the terms and rules for data storage, the school takes into account the principles of personal data processing;
14.2 The school has a specific deadline or criteria for determining the deadline for each set of data;
14.3 After the expiration of the predetermined period of data processing, electronic data is deleted without the possibility of recovery, and data in physical form is destroyed using a shredder, about which a relevant act is drawn up.

15. Video monitoring

15.1 The school uses a video surveillance system to fulfill its obligations under the law — to protect the safety of persons and property, as well as to protect minors from harmful influences. The school has developed a procedure for implementing video monitoring.
15.2 Video monitoring is carried out on the internal and external perimeter of the school. Internally, video monitoring covers all existing corridors, the entrance (lobby), the stairwell, the library, and the conference hall. The video monitoring system located on the external perimeter of the school provides full coverage of the external perimeter and the ability to visually see and identify persons present there.
15.3 To inform data subjects about data processing, appropriate warning signs are placed in visible locations within the building.
15.4 The school ensures that employees whose workspace falls within the field of view of the video surveillance system are properly informed.
15.5 The school has developed a document detailing the procedure for implementing video monitoring.


16. Transfer of data to third parties

16.1 Personal data processed by the school, if there is an appropriate legal basis, may be transferred to the following third parties in accordance with the procedure and scope established by the legislation of Georgia:
a) law enforcement agencies;
b) the court;
c) the Personal Data Protection Service;
d) Ministry of Education, Science And Youth of Georgia (dates of enrollment and graduation of students, list of medalists), LEPL - National Center For Educational Quality Enhancement, and other public institutions provided for by law.

16.2 When transferring data, the school records to whom and what data was transferred and on what legal basis.

16.3 Upon request of the data subject, the school will transfer personal data to persons specified by the data subject, including educational institutions registered abroad.

17. [bookmark: _Toc178557725][bookmark: _Toc188890348] Cookies Policy

17.1 When visiting the School website, the user is presented with an option to accept “cookies.” “Cookies” are small text files that the website stores on the user’s computer or mobile device during the visit. “Cookies” help the School better manage and improve the efficiency of the website. They store information related to the user’s navigation on our website;
17.2 The School does not store data about the user’s address, passwords, credit or debit card information, or any other personal information in cookie files;
17.3 The School uses Google Analytics and Facebook Pixel services;
17.4 These services allow the School to obtain statistical data about website visitors (search content, specific pages visited, etc.). The School receives information about which city/state the user came from, how much time the visitor spends on the website, which operating system the visitor uses, etc.

18. Policy Updates and Additional Information

This policy document is subject to periodic review and updates as necessary, and at least annually.
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